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Albert Einstein
014 Grove Rd.
Hassau Foint
FPeconie, Long Island
Aungust 2nd, 1939
¥.D. Roosevelt,
President of the United States,

White House
Yashington, D.C.

8irs

Bome recent work by E.Fermi and L. Szilard, which has beesn com-
manioated to me in manuscript, leads me to expect that the element uran-
ium may be turned into A new and important souree of enargy in the im-
mediate future. Certain sspects of the situation which has arisen seem
to call for watchfulness and; if necessary,; quiui: action en the part
of the Ad=inistration. I believs therafore that it is my duty to bring
to your attention the followini faots and recommendationas

In the course of the last four months it has been made probabls -
through the work of Joliot im Prance as well mas Permi and Szilard in
America - that it may become possible to set up & nuclear chain reaction
in & large mases of uranium,by which vast amounts of power and large gquant-
ities of new radium-like elements would be generated. HNow i1t appears
almost ocertaln that this could be achieved in the immediate Tuture.

This new phenomenon would also lemd to the construetionm of bombs,
and it is conceivable - though much less certain - that extremely power-
ful bombs of a new type may thue be constructed. A single bomb of this
type, carried by boat and exploded in a port, might very well destroy
the whole port together with some of the surrounding territory. However,
such bombs might very well prove to be too heavy for tranaportation by

eir.

-

The United States has only very ovoor ores of urenium in moderate .«
quantities. There is some good ore in Canada and the former Czechoslovakia,
while the mest important source of uraniuaz is Delgian Conge.

In wiew of this situation you may think it desirable to have some
permanent contact maintained betwean the Administration and the group
of physicistes working on chain reactions in America. One possible way
of achisving this might be for you to entrust with this task a parson
who has your confidence and who could perhopes serve in an inofficial
capacity. llies task mizht comprise the following:

&) to approach Government Departments, keep them informed of the
further development, &nd put forward recommendations for Government aotiom,
Siving particular attention to the problem of securing a supply of uran-
ium ore for the United Statesg

b) to speed up the axperimental work,which is at present being car-
ried om within the limits of the budgets of University laboratories, by
proviuing funds, if such funds be required, through his contacts with
private peresons who are willing to make contributions for this cause,
and perhaps aleo by obtaining the co-operation of industrial laboratories
which have the necessary sjuipment.

1 understand that Germany has sotually stopped the sale of uranium
from the Czechoslovakian mines which she has taken over. That she shiuld
have taken such early actionmn mizt perhaps be understood on the ground
that the son of the German Under-Secretary of State, von Welizsicker, is
attached to the Faiser-¥ilhelm-Institut im Berlin where some of the
American work on uranium is now being repeated.

¥ours wery truly,
¥ bm,

(Albert Einstein)






D.J. Trump

President of the United States
White House

Washington, DC

Sir:
1. Direct that the NIST Framework shall be

the only acceptable cyber security
compliance standard in the United States.

2. Direct that each government agency shall
immediately implement a plan to reduce
their dependence on an enterprise
perimeter.

3. Direct that each government agency shall

significantly expand their Cyber Corps L —
Program for young people interested in a
cyber security career. An Open Letter to the President-Elect on

Dr. Edward Amoroso

Yours very truly, Yber Security

Published on \'-."'I‘,'PT'I”)-_'-’ 29,2016



Can Botnets Take Out the Internet?



Botnet Architecture
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ATTACK ORIGINS @
Country

298 = United States
97 = Netherlands
57 @ (anada
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50 ™ Russia
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Typical Botnet Visualization
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Bothet Arithmetic

Number of Bots

Outbound Capacity

Size of Attack

Network Size

2

1,200
2,400
10,000
40,000
80,000
100,000
1,000,000

750 Kbps
1.0 Mbps
1.0 Mbps
1.0 Mbps
1.0 Mbps
1.0 Mbps
1.0 Mbps
1.0 Mbps

1.5 Mbps
1.2 Gbps
2.4 Gbps
10.0 Gbps
40.0 Gbps
80.0 Gbps
100 Gbps
1000 Gbps

T1
OC-24
0OC-48

OC-192
OC-768

Starts to fill
typical ISP
backbone







What Countries Have the Best Hackers?



Ranking Countries by Hacking Capability
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Why Couldn’t the Russians Find the Deleted Clinton Emails?



Warning: Global Perimeters are Not Secure

Attack Surface
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Isolating a Server from a Perimeter Makes it More Secure

Attack Surface

Isolated Server
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Global Department of State Network

Department of State Locations .
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Global Department of State Perimeter is Not Secure

Department of State Locations

S — —
—
=&|9.-\-
M
ey R }M
Torenks, %2
Gy ’_!&;‘."F“‘ s
EanFn " Wasshington, DE & % har T
Willarralarg Y 0 Philactoiphia
Lis| Cradedlon, S0
Gt d
tomyy o
m.l.
.
T L
u
TS i
*
" -
g.-h:l
Manks &
a "
* - prxm-m EM‘_
* Embassy -
) ) o84 Jarsid Windtiow,, b
Il Other Diplomatic Post i Sac Paio Gaborongk Fratora
4 Consular Agency | i R
':q:-ﬂ.'cu\\nel
®  Passporl Center Bueros Agk *Hsnis
v
o5 H‘HI"‘RI wEh Pataniang
Chacky Lburi B
o o A & - Hamilicn o * - *raiinn Moscow
Hogadiss G4 Aosa Saocknalm *
Ohemoslo |, Homen o *Hign
= Prpras Nagran Bastasl \ Edintargh
o Muir Liveoon Puyrisa T Pmatardam Dﬁgﬂ hage Vilius 4
W B Morteroys soye o= Nassau — | *Minsk
Lucss  laralan S D\.lhl:\ The Hague Brgmen. Hamburg Warsia
a San Luis Potcsl [ Fogran
‘F'ut& a “.‘” el Landan gi! “Bertme 2 L ARy
Velata, o o :lﬂllnﬁ g afanan Puerto Plata *,.»- Dymallarl o g
GuddNiEd 4 Masico Lrozumel o = - Anbgua (5L Jaris] Brussels” &% "5“;,“”““ I
Bolizs City Lionisge Bays A Mariniqe Paris Lieearm :%’ ?nlshan
lalz o ; Diomi Rennes e
= '&nmsm “mium TSt T by Tsm L Thilksi®
Respuiod a ) Faiztur
GAmBMmalE g 1 - B 3 i 1oy T -0
e = ogucigalpa . c"'“m-\us'-'a"“ La Corin Bordesah Wu:}' — Trae ¥ % Zagoh sBuchamst Yerevan
PMMQU!* Bamanguiia 2._. - AePor-ol-Spain - Tondinmte o (e l-ll_zflﬂ’_o‘ Bhgrade
s sl Panama Camcas B % Eanng | Mostar® PTG Sofa lstwbad Ankaen
* ERONgROWTLE Naadiid Hamsdla iea” *Sropl *
Paramanite 0 flrind Roma" . ol e
Bagata Lisban * Volenda 5, Magies Adand 5
* Sevila Paima e Maficrca, N'*r'
Y Fusngirols (Walags] Palsrma, "
“ Migiary, Tunl: Hiodia, g JDamascus.
" *uitn Rabal *alatta ttad TN
oo * g
Sarta Cruz [Galapagen) aqu® , e e [RERIE, e den
Caim*
Boundary rep tation I8 mot T

M
*"'-iw-r &
e
B,
o vdnary
*anbenn g

Mizoums T,

*

Cities with more than one Department of State mission

Brussals:

Embassy Brussels

U5 Mission to European Union

US Mission to NATO
Kinshasa:

Embassy Kinshasa

Embassy Brazzavilla
Montreal:

Consulate General Mentreal

US Mission to ICAD
Mairobi;

Embassy Nairobi

US Mission to UNEP
How York:

US Mission to UN

How York Passport Agency

Paris:

Embassy Paris

US Mission to OECD

US Observer Miasion to UNESCO
Rioma:

Embassy Rome

Embassy Holy Sea

U5 Mission to FAQ
Vienna:

Embassy Vienna

US Mission to OSCE

US Mission to Intl. Organizations
Washington, DC:

Department of State

US Mission to OAS

Washington Passport Office
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It Took ‘Hand to Hand’
Cyber Combat for NSA to
Remove Russian Hackers
From State Department
Networks

Cybersecurity Intelligence Russia Security & Defense United States and Canada



Global Department of State Perimeter is Not Secure

Department of State Locations
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Cities with more than one Department of State mission

Brussals:

Embassy Brussels

U5 Mission to European Union

US Mission to NATO
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Embassy Kinshasa

Embassy Brazzavilla
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Consulate General Mentreal

US Mission to ICAD
Mairobi;

Embassy Nairobi
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How York:
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How York Passport Agency

Paris:

Embassy Paris
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Rioma:

Embassy Rome
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U5 Mission to FAQ
Vienna:

Embassy Vienna
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Department of State
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Isolating the Clinton Email Server Made it More Secure

Department of State Locations

S — —
—
=&|9.-\-
M
ey R }M
Torenks, %2
hcag, * - et
BanFi " Wasshington, DE & % har T
Willarralarg Y 0 Philactoiphia
oa) i, 55
P e e
> o
¥ - # 3
Z b "%
’ * .
’ u
1 TS i
I
Isolated Clinton A
L3 Befarn
Manks &
Email S .
rpal erver .
a Camon
* * L Pz E""“i'
% Embassy T i
) _ s Janei fredtions Mt
Il Other Diplomatic Post i Sac Paio Gaborongk Fratora
Jth-'nntuq't
4« Consular Agency | ool Maeruw g
i ':q:-ﬂ.'cu\\nel
L] Passport Canter Buerns A e
v
o H‘HI"‘RI w5 Patarslig
o Chdad Juarez gt BS Haminon o ol - *tatinn Moscow
Nogales 4 aora HlcarE *
Ohemoslo |, Homen e Lo *Higa
e m-w.n Ballew, o = Skamn Copornagen
Cabo o) ud_uu Playra, - & Ansterdam * e
W ean  Monierors s tarrerod & Massau p—t Tha | Minsk
R s .4 HBgUe Bremen pambar
i S Luis Potosd A R g WL
— o g L London 4 Barfirme & LJ Ky
M g gwan Pt Pats o R s now
GuddNiEd 4 Masico Scozmel Tow 4 Anbgua (5L Jairis) Bruzeels ™, Frackietus, ¢
[N Belize CItY  wioniege 7 A Marbnigue P Lixaim hiss
P ] "KY W*n “,a' Sanio Domingo (Farf-de-Feaneah Retum & mi:nmu:nﬁw“:%om‘“m N-nm? - Thilksl %
£5an Padeo Sula Part-au-Prir o Batzturg
Gualomala * Bk Sen L Dudapest
& TREGRA Curncs * Gorwya Ljuss *
San Saladar™ N varscata *\u&m LaConsfta Bordesma  Lyen Man® :M“T:az:th &Bucharmst Yarevan
heanagua Bamanguila -, - APort-ol-Span Tinkintt o (eren, =i migrade
san Joad® Fa:ama Carcas e * Foenge  Mostar® PSS #5008 jstwedud  Ankaen
Marnad , *
‘-’*‘“‘ﬂ"“:“l- x Mg diceons oo T':;_ Ghrple
aramai Triia sl i
'B"W'a Lisbon * Volenda Magies et el
Is.:l i Paima s Maliorcs e
wwengirola (Malagal ' -
& igiars, Tunl: Hiodia, g JDamascus.
" *uitn Rabal *alatta ttad TN
Marzas, =7 i
Sarta Cruz [Galapagen) aqu® , e e [RERIE, e den
Caim*
Boundary rep tation I8 mot T

M
*"'-iw-r &
e
B,
o vdnary
*anbenn g

Mizoums T,

*

Cities with more than one Department of State mission
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Embassy Brussels

U5 Mission to European Union
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Kinshasa:

Embassy Kinshasa

Embassy Brazzavilla
Montreal:

Consulate General Mentreal

US Mission to ICAD
Mairobi;

Embassy Nairobi

US Mission to UNEP
How York:

US Mission to UN

How York Passport Agency

Paris:

Embassy Paris

US Mission to OECD

US Observer Miasion to UNESCO
Rioma:

Embassy Rome

Embassy Holy Sea

U5 Mission to FAQ
Vienna:

Embassy Vienna

US Mission to OSCE

US Mission to Intl. Organizations
Washington, DC:

Department of State

US Mission to OAS

Washington Passport Office

#1386 11.02 STATE [INRIGGI)




Can Artificial Intelligence Catch Hackers?



“Most Famous Alchemist of All Time .. .”
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“The Question of Whether Computers Can Think ...”
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“Sorting, Searching, Matching, ...”
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Machine Learning Basics: This is a Dog.




Machine Learning Basics: These are all Dogs.




Machine Learning: This is a Password Hack.

Failed Password - Password A, t,

Failed Password - Password Bz A, t, =1, + small At
Time
Failed Password - Password C#B#A, t,=t, +small At

Failed Password - Password D2 C#B=A, t;=t, + small At



Machine Learning: These are all Password Hacks.

bl Parvtoried I Pascresed 5
oo Pamorord IR Ficreasd B A, 1 = = il &
Yoot Faiword I Passsd €488 8,1, 51, + 45l 1

Falied Pasverced I Pasecd D e Co Bk 1, %, mall

Falied Pastorord I Fuscrws=d bty
Faiee Pamrword ﬁw--au-\.--ﬁqu
Pl Pamrevord ‘ Paarensl Cala 1, 0 1, + sl 1

Falied Pasverced I Pasreced D e Co Bk 1,0, + pmall

_

Falied Pastorord I Fuscrws=d bty
Pt Pamrerrd W Pascroeaed B4 8, 1 = = wrad B
Pl Pamrevord ‘ Paarensl Cala 1, 0 1, + sl 1

Falied Pasverced I Pasreced D e Co Bk 1,0, + pmall

Falted Parsiovord I Puscresd bt
Faiet Pamrwrced [ Mascroeed B o B, L = = wral B
Puliee! Parerord -' Baamrned © o L1, o+ el i1

Falied Password P Posswosd 0o C o Wb 1, 05, » wmall 81

b Pustoriord I Paccreed At
P Pnrword [ Pisreeod B0 A, 1 = - B2
Pt Paiword I Pt £ B0 A, 1, 51+ 0l 0

Falied Pasvarcrd I Pasmecd [ C o Ba B, 1,5, wmall &t

bt Parstorird I Pareccd A,
Faed Panrwerd ﬁ Pasiwasd B B 1, =, = gral B2
Vsl Pumvrwrordd - Fasransl o B 8 A o1+ 4l 51

Faliad Panvrrd [ Pasmaned [ e S B i 1, o5, « pmal 8

bt Parstorird I Pareccd A,
Faiee Parwond ﬁ Pascrwnsd B i 1, w8, » wval B
Vsl Pumvrwrordd - Fasransl o B 8 A o1+ 4l 51

Faliad Panvrrd [ Pasmaned [ e S B i 1, o5, « pmal 8

bt Parvioriord I Paccred b
Tadad Paraesd ‘ Paseravned B i, |, =, 0 vl B0

Pt Parwrorsd R Pusroasd £ 0 A1, o1+ gl 1

Falied Pasvarord I Paseced [ o C o Ba i, 1,05, « wmall &t

ol Pasorird I Pareced bty
Fubetl Pamrarcrd ‘mllil.l..-l.-ﬂ'ﬂl.
oo Furwrord I Fosensd € o 8o A1, o 1+ 4onal 81

Falied Pasverced I Pasecd D e Co Bk 1, %, mall

bl Parstorird I Pascreed b
Fadet Famrecrd *w.ihh-l‘-“l

Tabit Pasrword B Pasrssd € o B8 8,1, 51+ 4l 1

Faled Pasparord N Posvacaed Do Co Mon 1, = 5y = wmal 81

Falied Pastorord I Fuscrws=d bty
Faiee Pamrword ﬁw--au-\.--ﬁqu
Tabit Pasrword B Pasrssd € o B8 8,1, 51+ 4l 1

Faled Pasparord N Posvacaed Do Co Mon 1, = 5y = wmal 81

bl Parviurird I Pascreraed 5
Taiat Panraerd ‘mlilh""lﬁll

o Pusrwrord B Fosveaed €0 8o 1, o v pemal 1

Faled Pusrrord M Pusmecsd D4 Co Bah 1o, a8t

b Pustoriord I Paccreed At
Fed Pamrword q Pasiwasd B A L = = ol B2
et Pusrwrord I Posvand C o B a1 o 1 + 4l

Falied Pasvarcrd I Pasmecd [ C o Ba B, 1,5, wmall &t

Faliet Pareird I Pasreced 4, 1
Faiee Parwond ﬁ Pascrwnsd B i 1, w8, » wval B
Pt Purwrord R Pusroasd 0B 0 A1, 51+ 4l 1

Falied Pasraroed [ Posvasd 00 C 8 B, 1y 5, gm0

i Pl * Pasrared b, by
Pl Pamrercrd I Pascreessd Bod 8, 1 = 4 = wrad B2
Vet Punrwrord ‘ Fasransl o B 8 A o1+ 4l 51

Falied Pasraroed [ Posvasd 00 C 8 B, 1y 5, gm0

bt Parvioriord I Paccred b
Tadad Paraesd ‘ Paseravned B i, |, =, 0 vl B0

Pald Pusrorord P Fosvaned € B a1, o1 v amall

el Punpword I Pusracsd 0 € 0 Mo Bty 0, - el 81

b Pustoriord I Paccreed At |
e Paraoed q Pascroaed B i, 1 =, = ol BE
Vsl Fuareperord - L LR PR e ] (

Falied Pasvrcrd I Pasmeced e CoMa it n, s mmallt |

i Pl * Pasrared b, by
Pl Pamrercrd I Pascreessd Bod 8, 1 = 4 = wrad B2
Vsl Pumnrerord ‘ Fasransl o B 8 A o1+ 4l 51 |

Falied Pasraroed [ Posvasd 00 C 8 B, 1y 5, gm0

bt Parstorird I Pareccd A,

Pl Pamrercrd I Pascreessd Bod 8, 1 = 4 = wrad B2

Pt Purwrord R Pusroasd 0B 0 A1, 51+ 4l 1

Falied Pasraroed [ Posvasd 00 C 8 B, 1y 5, gm0

bt Parvioriord I Paccred b
Tadad Paraesd ‘ Paseravned B i, |, =, 0 vl B0

Pald Pusrorord P Fosvaned € B a1, o1 v amall

Falied Pasvarord I Paseced [ o C o Ba i, 1,05, « wmall &t

ol Pasorird I Pareced bty
Fubetl Pamrarcrd ‘mllil.l..-l.-ﬂ'ﬂl.
oo Furwrord I Fosensd € o 8o A1, o 1+ 4onal 81

Falied Pasverced I Pasecd D e Co Bk 1, %, mall

i Pirstorirll *'-'-‘”\t-
Faiee Pamrword ﬁw--au-\.--ﬁqu
Tabit Pasrword B Pasrssd € o B8 8,1, 51+ 4l 1

Faled Pasparord N Posvacaed Do Co Mon 1, = 5y = wmal 81

i Pirstorirll *'-'-‘”\t-
Pt Pamrerrd W Pascroeaed B4 8, 1 = = wrad B
Tabit Pasrword B Pasrssd € o B8 8,1, 51+ 4l 1

Faled Pasparord N Posvacaed Do Co Mon 1, = 5y = wmal 81

bl Parviurird I Pascreraed 5

Faiet Pamrwrced [ Mascroeed B o B, L = = wral B
o Pusrwrord B Fosveaed €0 8o 1, o v pemal 1

Faled Pusrrord M Pusmecsd D4 Co Bah 1o, a8t




100
99
98
97

96
95

94
Grade 93

Point 92

91
Average 90

(GPA) 89
88
87
86
85
84
83
82
81

0

5

10

15

Minutes Spent Studying (MSS)

20

25

30

35

40

45

50

55

60

65

70

75

Minutes Spent Grade Point
Studying Average
0 98

5 85

10 86

15 87

20 90

25 92

30 93

35 92

40 93

45 94

50 94

55 96

Developing Learning Models from Data (Simple Example)




Minutes Spent Studying (MSS)

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75

100 Minutes Spent | Grade Point
zz ° Studying Average
” - o
95 ~ 5 85
9 D 10 86
Grade 93 ® ¢ 15 87
Point gi LJ & 20 90
-
Average % o " 25 92
(GPA) 89 > 30 93
88 P> 35 92
87 ~ T e 40 93
86 “l e 45 94
& |~ @ 50 94
:‘3‘ 55 9%
82
81
y=mx+b GPA =m (MSS) + b (where (MSS > 0)) GPA = 0.2 (MSS) + 85

Developing Learning Models from Data (Simple Example)
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Mapping Data Using Attributes



TYPICAL CYBER SECURITY:
IF Attribute A Value = Attribute B Value THEN
Malware Present

What You See
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Attribute B Value

Graphing Attribute Relationships from Observation



R(A, B)
A=B

Attribute A
Value

Attribute B Value

Developing an Attribute Model



New Training:
® Observe Slight
® Variation
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Observing Variation in Practice



New Training:
Observe Slight
Variation

Attribute A
Value

Attribute B Value

Adjusting the Model



R(A, B)
B very slightly
more than A

Attribute A
Value

Attribute B Value

Developing an Updated Attribute Model



Original Clinton Campaign Fears About Email Security
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DNC Headquarters and Fairchild Building
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Dirt Patch Over T1
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Hacking a Router

Step 1: Boot the router and interrupt
Press Ctrl-B
>

Step 2: Change config reg to ignore NVRAM
>o/r 0x2142
>

Step 3: Jump to privileged mode
Router>enable
Router#

Step 4: Copy startup config to run config
.<output cut>.

i
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Questions?

egal@nyu.edu
eamoroso@tag-cyber.com
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