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D.J. Trump

President of the United States 

White House

Washington, DC

Sir:

1. Direct that the NIST Framework shall be 

the only acceptable cyber security 

compliance standard in the United States.

2. Direct that each government agency shall 

immediately implement a plan to reduce 

their dependence on an enterprise 

perimeter.

3. Direct that each government agency shall 

significantly expand their Cyber Corps 

Program for young people interested in a 

cyber security career.

Yours very truly,

Dr. Edward Amoroso



Can Botnets Take Out the Internet?



Botnet Architecture
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Typical Botnet Visualization



Botnet Arithmetic

Number of Bots Outbound Capacity Size of Attack Network Size

2 750 Kbps 1.5 Mbps T1

1,200 1.0 Mbps 1.2 Gbps OC-24

2,400 1.0 Mbps 2.4 Gbps OC-48

10,000 1.0 Mbps 10.0 Gbps OC-192

40,000 1.0 Mbps 40.0 Gbps OC-768

80,000 1.0 Mbps 80.0 Gbps

100,000 1.0 Mbps 100 Gbps

1,000,000 1.0 Mbps 1000 Gbps

Starts to fill
typical ISP
backbone





What Countries Have the Best Hackers?



Ranking Countries by Hacking Capability



Why Couldn’t the Russians Find the Deleted Clinton Emails?



Warning: Global Perimeters are Not Secure
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Isolating a Server from a Perimeter Makes it More Secure
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Global Department of State Network



Global Department of State Perimeter is Not Secure





Bureaucratic
Clinton Email Server

Global Department of State Perimeter is Not Secure



Isolating the Clinton Email Server Made it More Secure

Isolated Clinton 
Email Server



Can Artificial Intelligence Catch Hackers?



“Most Famous Alchemist of All Time . . .”



“The Computer and the Brain . . .”



“The Question of Whether Computers Can Think . . .”



“Sorting, Searching, Matching, . . . ”



Machine Learning Basics: This is a Dog.



Machine Learning Basics: These are all Dogs.



Machine Learning: This is a Password Hack.



Machine Learning: These are all Password Hacks.

Password B ≠ A, t1 = t0 + small ∆t

Password C ≠ B ≠ A, t2 = t1 + small ∆t

Password A, t0

Password D ≠ C ≠ B ≠ A, t3 = t2 + small ∆t

Failed Password

Failed Password

Failed Password

Failed Password

Time
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Developing Learning Models from Data (Simple Example)
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GPA = 0.2 (MSS) + 85y = mx + b GPA = m (MSS) + b (where (MSS > 0))

Developing Learning Models from Data (Simple Example)



Attribute B Value 

Attribute A
Value

What You See

Mapping Data Using Attributes



Attribute B Value 

Attribute A
Value

TYPICAL CYBER SECURITY:
IF Attribute A Value = Attribute B Value THEN
Malware Present

What You See

Graphing Attribute Relationships from Observation



Attribute B Value 

Attribute A
Value

R(A, B)
A = B

Developing an Attribute Model



Attribute B Value 

Attribute A
Value

New Training:
Observe Slight
Variation

Observing Variation in Practice 



Attribute B Value 

Attribute A
Value

New Training:
Observe Slight
Variation

Adjusting the Model 



Attribute B Value 

Attribute A
Value

R(A, B)
B very slightly
more than A 

Developing an Updated Attribute Model



Original Clinton Campaign Fears About Email Security



1996 Presidential Race



T1 Connection (1.544 Mbps)

DNC Headquarters and Fairchild Building



Dirt Patch Over T1



Step 1: Boot the router and interrupt
Press Ctrl-B

>

Step 2: Change config reg to ignore NVRAM
>o/r 0x2142

>

Step 3: Jump to privileged mode
Router>enable

Router#

Step 4: Copy startup config to run config
. . .<output cut>. . . 

#

Hacking a Router



This Really Happened . . . 



Questions?

ega1@nyu.edu
eamoroso@tag-cyber.com
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